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About this guide

Introduction

This guide contains instructions for installing and setting up

WEBppliance™ 3.1 for Linux® (LS) on a Red Hat® Linux® 7.2 server. The guide also contains
instructions for manually installing Red Hat Linux 7.2, the requisite Red Hat Linux 7.2
updates, and troubleshooting common installation issues.

Chapters in this guide include:

* Chapter 1, “Preparing for the installation”

¢ Chapter 2, “Installing WEBppliance 3.1 for Linux (LS)”
¢ Chapter 3, “Setting up WEBppliance 3.1 for Linux (LS)”
e Chapter 4, “Troubleshooting installation issues”

e Appendix A, “Installing Red Hat Linux 7.2”

e Appendix B, “Customizing disk partitioning”

..u_',.

Note: WEBppliance 3.1 for Linux (LS) can be installed only on a

Red Hat Linux 7.2 server. Chapter 2, “Installing WEBppliance 3.1 for Linux (LS)”
provides a brief overview and basic instructions on installing Red Hat Linux 7.2
and Red Hat Linux 7.2 updates on your server (prior to installing WEBppliance
3.1 for Linux); Appendix A, “Installing Red Hat Linux 7.2”provides more
detailed, step-by-step instructions for the same installation procedures.

Intended audience

This document is intended as a complete resource for Service Providers and Appliance
Administrators for manually installing and setting up WEBppliance 3.1 for Linux (LS) on
Red Hat Linux 7.2 servers.
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ABOUT THIS GUIDE

Printer-friendly version

This document is presented in HTML and PDF formats. If you are viewing it in HTML and
want to print it in a book style, use the PDF version.

Required skills

To use this guide, you need to be familiar with the Red Hat Linux platform as well as general
Internet applications. In addition, you should have some or all of the following skills.

¢ Experience with networking applications
¢ Understanding of system security

e Database management experience

¢ Understanding of DNS

Related documentation

The following documents provide additional information about WEBppliance 3.1 for Linux.
You can find them on the Web at http:/ /www.ensim.com/support/wpls/index.html.

*  WEBppliance 3.1.3 for Linux Release Notes
*  WEBppliance 3.1 for Linux (LS) Technical Reference Guide

Additional resources

The following Online Help documents provide additional information about
WEBppliance 3.1 for Linux. You can find them on the Web at http://www.ensim.com/
support/wpls/index.html.

*  WEBppliance 3.1 for Linux Appliance Administrator’s Online Help
*  WEBppliance 3.1 for Linux Reseller Administrator’s Online Help

*  WEBppliance 3.1 for Linux Site Administrator’s Online Help

*  WEBppliance 3.1 for Linux User Administrator’s Online Help
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ABOUT THIS GUIDE

Document conventions

Throughout this guide, specific fonts are used to identify computer input, output, and
interface elements.

Table 1 lists the typographic conventions used in this guide.

Table 1. Typographic conventions

Appearance of text How it is used
Narrow bold text (sans Used for button names, column names, field names,
serif font) file names, keystrokes, menu items, and path names.

Example: From the File menu, choose Delete, then click OK.
Bold, italic text (serif font) Used for information you type.

Example: Type cd <directory name> on the command line.
Courier (typewriter-style) Used for system messages and screen text.
font Example: The following message is displayed:

The server has been added.

Key information is sometimes displayed using special headings and formats to make it stand
out from regular text. The following special headings are used in this guide:

i

Tip: Information to help you perform procedures

2l

Note: Supplemental information about tasks or concepts

Important: Supplemental information that is more important than a note

Caution: Warnings about potential damage to data or systems
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ABOUT THIS GUIDE

Feedback and support
You can help improve the quality of Ensim documentation.

To take advantage of Ensim’s support services or to find technical information quickly, visit
the Ensim support page at http://support.ensim.com

To obtain the latest product documentation or to utilize Ensim’s self-help resources, visit the
Ensim product support page at http://www.ensim.com/support/wpls/index.html

If you need additional online support or if you would like to provide feedback about Ensim
documentation, please enter a CaseConnect ticket at https:/ /onlinesupport.ensim.com
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CHAPTER 1

Preparing for the installation

Introduction

This section describes how to prepare your environment for the installation of
WEBppliance 3.1 for Linux (LS).

Topics in this chapter include:

¢ “Minimum system requirements” on page 1-1
* “Web browser requirements” on page 1-2

* “License requirements” on page 1-2

About WEBppliance 3.1 for Linux (LS)

WEBppliance 3.1 for Linux is a software appliance designed to automate Web hosting for
service providers and their resellers. WEBppliance 3.1 for Linux has four tiers of role-based
self-administration control panels. Each tier targets the needs of service providers, resellers,
site managers, or end users, providing each role with an easy-to-use interface that streamlines
their most common configuration and administration tasks.

Minimum system requirements

To install WEBppliance 3.1 for Linux (LS) on a Linux server, you must meet the following
minimum system requirements.

®  Access to the physical server

* Operating system - Red Hat Linux 7.2 operating system with the required packages. See
“Installing Red Hat Linux 7.2 updates” on page 2-4 for the list of requisite packages.

See “Installing Red Hat Linux 7.2” on page 2-3 (Chapter 2), and Appendix A, “Installing
Red Hat Linux 7.2” for more information.

* Red Hat Linux 7.2 updates
See “Installing Red Hat Linux 7.2 updates” on page 2-4 (Chapter 2) for more information.

*  Processor — Pentium® II or III, Class 500 MHz or above or any Intel-compatible CPU of
Class 500 MHz or above

e Hard Disk — Minimum 20 GB
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* Memory - 128 MB of RAM (we recommend 256 MB)

Important: If you install this release with less memory (less than 128 MB RAM),
then the WEBppliance 3.1 for Linux installation will fail. If you are planning to
run Tomcat as well, you should provision at least 512 MB RAM.

* Swap partition size — 256 MB or more
¢ CD-ROM drive
* “root” user access

* Network connectivity

Web browser requirements

In order to administer the installed WEBppliance 3.1 for Linux, it is recommended that you
use any of the following browsers.

*  Microsoft® Internet Explorer, version 5.0 or later

Important: If you are using Internet Explorer, version 6.0, please verify that you
have set your security settings (under Internet Options) to medium; otherwise
some pages may not display properly.

* Netscape® 4.7x or 6.2

Netscape 6.0 and 6.1 are not recommended since performance and functional problems have
been experienced in these releases.

License requirements

If you purchase from our storefront, Ensim will send you your license in a separate email.
Each license is valid for a single server only. Save a copy of this license on your local system.
You will need the license to reinstall or upgrade WEBppliance 3.1 for Linux (LS) on your
server.
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CHAPTER 2

Installing WEBppliance 3.1 for Linux (LS)

Introduction

This chapter provides instructions for manually installing WEBppliance 3.1 for Linux (LS).
The installation of WEBppliance 3.1 for Linux (LS) must be preceded by manual installation of
the Red Hat Linux 7.2 operating system and the requisite Red Hat Linux 7.2 updates.

Topics in this section include:

* “An overview of the installation process” on page 2-1

¢ “Installing Red Hat Linux 7.2” on page 2-3

¢ “Installing Red Hat Linux 7.2 updates” on page 2-4

e “Installing WEBppliance 3.1 for Linux (LS)” on page 2-8

An overview of the installation process
The following are the steps involved in installing WEBppliance 3.1 for Linux (LS).
Step 1: Installing Red Hat Linux 7.2
Step 2: Installing Red Hat Linux 7.2 updates

Step 3: Installing WEBppliance 3.1 for Linux (LS)
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The following flow chart provides an overview of the steps involved in installing
WEBppliance 3.1 for Linux (LS).

1

Note: The file wpinstall.sh refers to the WEBppliance installer for a non-
upgradable WEBppliance license. It means, if you have a license for 10 domains
and want to upgrade it to 250 or more domains, you will have to re-install
WEBppliance with the installer for WEBppliance that supports upgradable
WEBppliance license. The file wpinstall-u.sh refers to WEBppliance installer for
an upgradable WEBppliance license.

C Start )

\/
Install Red Hat Linux 7.2

!

Install Red Hat Linux 7.2 updates

Get WEBppliance 3.1 for Linux (LS) license

Y

Download wpinstall-u.sh from https://buy.ensim.com

v

Log on to the server as root user

Y

Copy wpinstall-u.sh to the server

v

Run the wpinstall-u.sh script

v
Clnstallation complete)
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Installing Red Hat Linux 7.2

00— —

Installing Red Hat
Linux 7.2.

WEBppliance 3.1 for Linux (LS) requires you to install the Red Hat Linux 7.2 operating system
on your target server (the server where you will install WEBppliance 3.1 for Linux).

1

Note: The locale for Red Hat Linux 7.2 must be set to English (US) ONLY.
WEBppliance installation will fail if you set your server to any other locale or
select multiple locales. Also, once installed the locale should not be changed, as

WEBppliance 3.1 for Linux does not support any operating system locale other
than English (US).

When installing the Red Hat Linux 7.2 operating system, we recommend that you select only
the following packages.

Network Support

Messaging and Web Tools

DNS Name Server

Network Managed Workstation

Software Development

Important: The installation of the Red Hat Linux 7.2 operating system must not
have the firewall option turned on. When installing the operating system, please
verify that you have selected the No Firewall option in the firewall configuration
page of the Red Hat Linux 7.2 installer.

Refer to Appendix A, “Installing Red Hat Linux 7.2” for detailed instructions on manually
installing Red Hat Linux 7.2.
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Installing Red Hat Linux 7.2 updates

2-4

O

Installing Red Hat
Linux 7.2 updates.

After you install Red Hat Linux 7.2 and before you begin to install WEBppliance 3.1 for Linux
(LS), you must install some additional RPMs.

Important: We recommend you install the RPM updates listed in Table 2-1(or
higher). If you attempt to install WEBppliance 3.1for Linux (LS) without the
‘cyrus-sasl' and 'ucd-snmp' updates, the installation will fail.

WEBppliance 3.1 for Linux (LS) does not support Perl 5.6.1. DO NOT update to
the latest Red Hat Linux 7.2 release of Perl.

We recommend that you take advantage of all Red Hat published updates by
periodically checking the Red Hat Web site (http:/ /www.redhat.com/).

If you choose not to install kernel-2.4.9-34.i386.rpm or kernel-smp-2.4.9-
34.i1686.rpm, or any of its higher versions, then quotas will not work on
WEBppliance 3.1 for Linux. Also, if your server uses Promise IDE RAID cards,
then do not download these kernel versions, as these cards support only the
2.4.7-10 kernel version.

Follow the instructions as given in the procedure below to download the RPM updates.

1

Procedure: To download RPM updates

Access the Ensim® FTP site:

ftp:/ /lwp311_install:updates@ftp.ensim.com/resources/webppliance/linux/3.1/
rh72_updates

Create an empty directory on your local system, and download all the RPMs found at the
FTP URL mentioned above.

Go to the local directory once the download is complete.
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4 Execute the command rpm -Uvh *.rpm.

5 If youhave updated to the new kernel-2.4.9-34, update /etc/lilo.conf so it reflects the new

kernel. See step 11 in the chapter - Manually installing Red Hat Linux 7.2 for
WEBppliance 3.1 for Linux (LS), for an example.

6 Run lilo. This will bring your server to the most current Red Hat Linux state.

7 After you run lilo, restart the system.

Important: The commands, r pm - Fv *.rpmorrpm -i hv *.rpm do not
update lilo.conf. You must do this manually and run lilo.

We recommend using I pm - i hv because it does not remove the old kernel; it
simply creates a new entry in lilo.conf. The command r pm - Fv removes the old
kernel (/boot/vmlinuz-2.4.7-10) causing lilo to fail when run.

If youuser pm - Fv you must ensure that you change the file name for the
existing image and the initrd label. You must also ensure that you modify the
existing entry or create a new entry in lilo.conf. If modifying, change the image
label in /etc/lilo.conf to point to vmlinuz-2.4.9-34 and the initrd label to point to
initrd-2.4.9-34.img.

After you modify /etc/lilo.conf, run /sbin/lilo to point to initrd-2.4.9-34.img.
After you modify /etc/lilo.conf, run /sbin/lilo.

The updates listed in Table 2-1 have been tested by Ensim.

1

Note: You should upgrade packs of RPMs together, as there might be
interdependencies. For example, upgrade all ucd-snmp RPMs together by typing
rpm -Uv h ucd-snmp*.rpm.

Table 2-1. List of upda tes tested by Ensim
Red Hat Linux 7.2 updates

at-3.1.8-23.i386.rpm

binutils-2.11.90.0.8-12.i386.rpm

cvs-1.11.1p1-7.i386.rpm

cyrus-sasl-1.5.24-23.i386.rpm -- -- -- -- -- -- - -- ->(REQUIRED)
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Table 2-1. List of updates tested by Ensim (continued)

Red Hat Linux 7.2 updates

cyrus-sasl-devel-1.5.24-23.i386.rpm -- -- -- -- -- ->(REQUIRED)
cyrus-sasl-md5-1.5.24-23.i386.rpm -- -- -- -- -- -->(REQUIRED)
cyrus-sasl-plain-1.5.24-23.i386.rpm -- -- -- -- -- -->(REQUIRED)

e2fsprogs-1.26-1.72.i386.rpm
e2fsprogs-devel-1.26-1.72.i386.rpm
gdb-5.1-1.i386.rpm
glibc-2.2.4-24.i386.rpm
glibc-common-2.2.4-24.i386.rpm
glibc-devel-2.2.4-24.i386.rpm
groff-1.17.2-7.0.2.i386.rpm
imap-2001a-1.72.0.i386.rpm
initscripts-6.43-1.i386.rpm
iptables-1.2.4-2.i386.rpm

one of the following kernel rpms

kernel-2.4.9-34.i386.rpm
kernel-smp-2.4.9-34.i686.rpm

Important: If you choose not to install this kernel or any of its higher versions, then quotas will not
work on WEBppliance 3.1 for Linux. Also, if your server uses Promise IDE RAID cards, then do not
download these kernel versions, as these cards support only the 2.4.7-10 kernel version.

kernel-headers-2.4.9-34.i386.rpm
modutils-2.4.13-0.7.1.i386.rpm -- -- -- -- -- -- -- ->(REQUIRED)
mutt-1.2.5.1-1.i386.rpm

nfs-utils-0.3.1-13.7.2.1.i386.rpm

nscd-2.2.4-19.3.i386.rpm

openldap-2.0.21-1.i386.rpm
openldap-clients-2.0.21-1.i386.rpm
openldap-devel-2.0.21-1.i386.rpm

openssh-3.1p1-2.i386.rpm

openssh-clients-3.1p1-2.i386.rpm
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Table 2-1. List of updates tested by Ensim (continued)
Red Hat Linux 7.2 updates

openssh-server-3.1p1-2.i386.rpm
pam-0.75-19.i386.rpm
pam-devel-0.75-19.i386.rpm
pine-4.44-1.72.0.i386.rpm
popt-1.6.4-7x.i386.rpm
python-popt-0.8.7-7.x.2.i386.rpm
python-xmlrpc-1.5.1-7.x.3.i386.rpm
raidtools-0.90-24.i386.rpm
rhn_register-2.7.9-7.x.2.i386.rpm
rmt-0.4b25-1.72.0.i386.rpm
rpm-4.0.4-7x.i386.rpm
rpm-build-4.0.4-7x.i386.rpm
rpm-devel-4.0.4-7x.i386.rpm
rpm-python-4.0.4-7x.i386.rpm
stunnel-3.22-1.i386.rpm
tmpwatch-2.8.1-1.i386.rpm
ucd-snmp-4.2.3-1.7.2.3.i386.rpm -- -- -- -- -- -- -->(REQUIRED)
ucd-snmp-utils-4.2.3-1.7.2.3.i386.rpm -- -- -- -- ->(REQUIRED)
up2date-2.7.46-7.x.2.i386.rpm
util-linux-2.11f-17.i386.rpm
vim-common-6.0-7.13.i386.rpm
vim-minimal-6.0-7.13.i386.rpm
XFree86-libs-4.1.0-15.i386.rpm
zlib-1.1.3-25.7.i386.rpm
zlib-devel-1.1.3-25.7.i386.rpm

On completion of the installation of these RPMs, proceed to install
WEBppliance 3.1 for Linux (LS).
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Installing WEBppliance 3.1 for Linux (LS)

— 00—

Installing WEBppliance
3.1 for Linux (LS)

Installation of WEBppliance 3.1 for Linux (LS) requires the wpinstall-u.sh or wpinstall.sh file.

Important: The wpinstall-u.sh/wpinstall.sh file can be acquired by
downloading from https:/ /buy.ensim.com. You must copy the downloaded file
onto your server in any temporary directory, for example, /tmp before you can
begin installing the application.

Once you have copied the installation file, you are ready to install WEBppliance 3.1 for Linux
on your server.

1

Procedure: To install WEBppliance 3.1 for Linux (LS)

1 Go to the Linux server on which you want to install WEBppliance 3.1 for Linux (LS).

2 Log on to the server as the root user.

Important: In the following set of commands, you must enter the installation file
name based on the installation program that you have - either wpinstall.sh or
wpinstall-u.sh.

Please make sure that the scripts have executable attributes.
Use the following command to make the scripts executable:
chmod +x wpinstall-u.sh/wpinstall.sh
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3 Enter the following commands on the command line.
nkdir /tnp/ensim
cp /tnmp/wpinstall.sh (or wpinstall-u.sh) /tnp/ensim
cd /tnp/ensim
.Iwpinstall.sh (or wpinstall-u.sh)
The setup program installs WEBppliance 3.1 for Linux (LS) on your server.
4  If the setup is successful, you can clean up /tmp:
cd /tnp
rm-rf ensim
As soon as the program finishes installing WEBppliance 3.1 for Linux (LS) on your server, you
can set up WEBppliance 3.1 for Linux (LS) to suit your server environment. See Chapter 3,

“Setting up WEBppliance 3.1 for Linux (LS)” for instructions on setting up WEBppliance 3.1
for Linux (LS).
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Setting up WEBppliance 3.1 for Linux
(LS)

Introduction
This chapter explains how to set up WEBppliance 3.1 for Linux (LS).
Topics in this section include:

*  “Setting up WEBppliance 3.1 for Linux (LS)” on page 3-1
¢ “Opening WEBppliance 3.1 for Linux (LS) as the Appliance Administrator” on page 3-6

Setting up WEBppliance 3.1 for Linux (LS)

After you install WEBppliance 3.1 for Linux, you can set up it up by registering your license
with Ensim, then choosing an Appliance Administrator user name and password.

i

Procedure: To set up WEBppliance 3.1 for Linux

1 Start a Web browser.
2 In the Address field of the browser, enter the following URL.
http://<server host name (or IP address)>

where <server host name (or IP address)> is the host name of the Private Server or
Dedicated Server on which you installed WEBppliance 3.1 for Linux.

3 On the WEBppliance Manager welcome page, click here.

WEEBppliance Manager
Plesate Sebact 1 lan puad g ||:-|Jr:-- (=) -l

vl BB B Y W e i) S OpaEncE h“:r.ig-l
Check g o seiup wour WEBg plaan cof

Agpdigncag Simersgiratar Cnkse Hely

S0 ¥ C D plan ce
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On the Step 1: License Agreement page, click | Accept.
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Important: The installation will abort if you do not accept the license agreement.

If you purchase WEBppliance 3.1 for Linux from our Ensim Online Store, Ensim
will send your license in a separate email. Each license is valid for a single server
only. Save a copy of this license on your local system. You will need the license to
reinstall or upgrade WEBppliance for Linux on your server.
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On the Step 2: WEBppliance License File page, register your WEBppliance license using one

of the following options: Upload License File or Copy and Paste License File.
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Upload License File: This option allows you to upload your license to
WEBppliance 3.1 for Linux (LS).

Important: If you are using FTP to transfer the license file from one system to
another, make sure the original license text is not modified in any way since
modified licenses do not work. We recommend that you transfer the license file in

binary mode.

0 Copy and Paste License File: This option allows you to copy and paste the text from

your license file onto WEBppliance 3.1 for Linux.
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0

0

Your license is registered with Ensim Corporation. You are now ready to specify a user

To upload your license file:
On the Step 2: WEBppliance License File page, click Upload License File.
The Step 3: Upload License File page opens.

W pp SwEfp

Fiep A tipiead Limense Fils
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On the Upload License field, click Browse to find your license file on your local

system, then click Upload.

name and password for the Appliance Administrator.

b

O

O

To copy and paste your license file:

Save your license file to your local system.
Using a text editor, open your license file.
Copy the entire text to your system clipboard.
Return to the WEBppliance Setup pages.

On the Step 3: Copy and Paste License File page, paste the license text in the
WEBppliance Setup license text box, then click Save.
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Your license is registered with Ensim Corporation.
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6 On the Step 4: Login and Password for Appliance Administrator page, in the Administrator
Username field, enter a user name for the Appliance Administrator.

Wi Apphance Sefup
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7 Inthe Administrator Password fields, enter a password for the Appliance Administrator.
8 Confirm the password in the Confirm Administrator Password field.

9 Enter an email address for the Appliance Administrator in the Administrator Email
Address field.

10 Click Next.
The Setup Complete page opens.
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Congratulations! You have successfully set up WEBppliance 3.1 for Linux (LS).

If you want to go directly to the Appliance Administrator home page, click WEBppliance
Start Page. If you want to open WEBppliance 3.1 for Linux and log on as the Appliance
Administrator during another WEBppliance 3.1 for Linux session, see “Opening
WEBppliance 3.1 for Linux (LS) as the Appliance Administrator” on page 3-6 for
instructions.
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Opening WEBppliance 3.1 for Linux (LS) as the Appliance
Administrator

Once you have set up WEBppliance 3.1 for Linux (LS), you can log in to WEBppliance as the
Appliance Administrator.

x

Procedure: To log in as the Appliance Administrator

1 Open your Web browser.
2  In the Address field of your browser, enter the following URL.
http://<server host name (or IP address)>/admin

The WEBppliance welcome page opens.
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3 Click the arrow in the Please select the language field to select the language.
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4 Click the CLICK HERE link.

The Appliance Administrator Login window opens.

Appiance Adminishiainr L onin:
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5 Inthe Login field, enter your Appliance Administrator user name.
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6 In the Password field, enter your Appliance Administrator password, then click Login.

Kal

Note: The password is case-sensitive. To protect your account, it is
recommended that you change your password after you log in.

The Appliance Administrator Shortcuts page opens. This page provides links to
important tasks that you will perform at the appliance level. Use the Shortcuts page to
quickly view and perform these tasks.
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Note: The Appliance Administrator Shortcuts page automatically displays
when you log on as an Appliance Administrator, but you can also access these
tasks from the Appliance Administrator left navigation bar.

For instructions or help in completing tasks, click the help icon ?* . To view the complete
online Help, click Help on the left navigation bar.
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CHAPTER 4

Troubleshooting installation issues

Introduction

This chapter describes common WEBppliance 3.1 for Linux (LS) installation issues and
solutions. If you have problems installing WEBppliance 3.1 for Linux (LS) and cannot
troubleshoot your problem using the information provided in Table 5, contact Ensim for
online support at https:/ /onlinesupport.ensim.com.

Troubleshooting WEBppliance 3.1 for Linux (LS) installation
issues

Table 5 tabulates some common installation issues and solutions.

Table 5. Troubleshooting WEBppliance installation issues

Problem Solution

You could not extract the Extract the installation file on a local file system.
installation file as the root

user on an NFS mounted file

system.

You want to know if you have To check if an RPM package is installed, use the following
all required RPM packages. command:
rpm -q <rpm name>
If the package is installed on the server, the system
response is:
<r pm name>- <ver si on nunber >
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Table 5. Troubleshooting WEBppliance installation issues (continued)

Problem

When installing the Linux
operating system, the pre-
installation check shows that
some required RPMS are
missing.

The host name of the server
is incorrect.

The license is invalid.

The host file is incorrect.
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Solution

When installing the operating system, we recommend that
you select only the following packages.

¢ Network Support

e Messaging and Web Tools

* DNS Name Server

¢ Network Managed Workstation
e Software Development

Additionally, we strongly recommend that you take
advantage of all Red Hat published updates by periodically
checking the Red Hat Web site.

Check the files /etc/HOSTNAME and
/etc/sysconfig/network. The host name must be the full
name. See the following example.

Incorrect: myhost
Correct: myhost.mydomain.com

This can happen due to the following reasons.

e The system time has changed

e The trial period has expired
The license is valid for a period of 30 days from
download.

The file /etc/hosts should contain the host name and IP
address of your server. The file should look like the
example. If it does not, try the solution.

Example
---/etc/hosts begin file--
127.0.0.1 | ocal host .| ocal domai n | ocal host
1. 2. 3.4 nyhost. nydomai n. com nyhost
---/etc/hosts end file--

where myhost. mydomai n. com naps to the
| P address 1. 2. 3. 4.

Solution
We recommend using netconfig to change your host file.

In the Basic Host Information window, make sure the Host
name field contains the full host name of your server, for
example myhost.mydomain.com, and the Primary name
+ domain field value matches the Host name field
value.



APPENDIX A

Installing Red Hat Linux 7.2

Introduction

This appendix provides instructions for manually installing and configuring the
Red Hat Linux 7.2 operating system before installing WEBppliance 3.1 for Linux (LS).

Important: WEBppliance 3.1 for Linux (LS) can be installed only on a
Red Hat Linux 7.2 server. Other versions of Red Hat Linux are not supported.

Topics in this section include:

“Minimum system requirements” on page A-1

“Installing the Red Hat Linux 7.2 operating system” on page A-2
“Checking the host name and network settings” on page A-21

“Updating the Red Hat Linux 7.2 kernel and configuring lilo” on page A-24

Minimum system requirements

To install Red Hat Linux 7.2, you must have:

An Intel Pentium® II or III processor, Class 500 MHz or above or any Intel-compatible
CPU of Class 500 MHz or above.

At least 20 GB of hard disk space; 20 GB space is recommended. For instructions on
partitioning your disk, see step 9 on page -7. For more details, refer to Appendix B,
“Customizing disk partitioning”.

At least 128 MB of RAM (256 MB or above is recommended).
A swap partition size of 256 MB.

A CD-ROM drive.

Red Hat Linux 7.2 installation CD-ROMs (disc 1 and disc 2).
“root” user access.

Network connectivity.
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Installing the Red Hat Linux 7.2 operating system

A-2

You must install the Red Hat Linux 7.2 operating system before you can install and set up
WEBppliance 3.1 for Linux.

: 1

Procedure: To install the Red Hat Linux 7.2 operating system

1 Insert the first Red Hat Linux 7.2 installation CD-ROM (disc 1) in the CD-ROM drive of
your server and restart the server.

2 Atthe boot: prompt, type text and press the Enter key. This starts the installation process.

lnures {ENTEE:
I lom 1

tupe - nofh {EHTER:
1 Ing

p- oxport {EMTEHR?
i I m

¥ {EMTEH>

u T P
Tinux dd {EHTER>
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3 On the Language Selection screen, select English as the language that you want to run the
installation program in, then click OK.

wfl Hat Liwmx {C) ZBs1 Rod Hat,

Uhat lang
during the

o wuld pou Iike fto mse
wxtallat ion processT

ErHan
lenlandic
Itallam
dapanose
Eorpan

iFi» far s & ATabr balwsan &

OK.

Red Hat Livesx {C) ZBA1 Red Hat,

Which model keyboard is attached
#0 this compuier?

tr_g-latins
‘t:l"ﬂi-

trf
trF
tryg
us
ik

lamanis | <Gpaced ouleciz | P12 naxl scraan

Fiy far help | £Tah) bhelween g

lemenlis | ddpaced aelecizs | (FIEr nexl #@Ereen
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5 On the Mouse Selection screen, select the mouse attached to your server, then click OK.

fBed Hat Livesx {C) ZBA1 Red Hat, Inc

Which mode]l mouse @s attached to this computer?

ALFR = GlidePoint (FEA2)

ASCIN - MieMouse (PE-Z)

ASCED - MieMouze iseriall

ATl - Bux Mouzs

Generic - 2 Bution Momse (FEAZ)¥
Geperic - & Bution Fomse (USR]
rllr: = & Hution Mouze

3 Bution House

«Fiy far help | {Tahy belween elemenli | ER neExl AEreEn

6 On the Welcome screen, review the installation information, then click OK.

= Hat Liwsx (C) ZBA1 Red Hat, Inc

Heloowe fo Red Hat Linus?

Thiz inztallation precexs d& ewll]ined in detall
wm the IFECial Bed Hat Livex Installations Guide
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to thiz mamual, pou chowld read Lhe Inxtallatios
gectlon before cont B ing -

If yom bave purchazed Fficlal Aed Hat Livwx, be
gire Lo reEglater your purchase theaagh our welb

site. htkp:s . radhat . com’ .

LTak» helween elemenls | COpacer selecis | LFIZ2> ne=l sergen
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7 On the Installation Type screen, select Custom, then click OK.

Red Hat Livsx (C) ZB@1 Red Hat, Inc

InstalBatlon Type

What type of syitem swoald youe like Lo inztall?

borkziat lon
Gmruer

Lapta
ﬁgr I:I:!lnn !u:!n
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8 On the Disk Partitioning Setup screen, select Disk Druid.

Red Hat Liwax (C) ZB8A1 Red Hak, Inc
| Fartitioning Setup }

futomstic Partitionley sets ap uyoar partltioning based on
your finstallation type. You alzo can customize the
resslting partitions Lo mect yosr needs.

The wapual disk partitioning tool. Bisk Druid. allouws pon
Lo zot wp your partitions in an interactive ewvironment
You can set the Filesgstes types, sount points, size awmd
wore in this sasy to use, powerful interlace.

Fdizh is the traditional, texi-based partitioming tonl

of fered by BEsd Hat, Althosgh It I wofl as easy to use,
thern are caens whern Fdizk |z preforend

iFl1y Far help | <Tahy beluween elemenls | Cdpace?r delecis | CFIEY nesl SereeEn

Your hard disk should look somewhat like this, if it is not partitioned.

Eed Hat Liwex (C) ZBH] Red Hat., Inc

Enid Aoust Folst

FI-EdlL Fi-Dbelele Fha-Resel FlZ-0E

If your disk has existing partitions screen, select a partition, and click Delete. Delete each
partition this way.
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9 Create the following three disk partitions:
o /boot - The primary partition of your disk.
o swap - The swap-space partition of your disk.
o /-The root partition of your disk.
To create the /boot partition:

@ On the Partitioning screen (see step 8 on page -6), click New. The Add Partition screen
displays.

b In the Mount Point field, type /boot.
For the Filesystem type select an option, either ext2 or ext3.
In the Size (MB) field, type 25, then click OK.

Red Hat Livee dC) ZB81 Red Hat, Inc
{ ndd Fartition |

Mount Foint -

Fileayztem Lype! Al lewakle Drives!
Bt L

Glze (HE): 3 b Flued Size:
FFII] mawimam cize ol [HA):
i 1 Fill all svailable zpace!

FI-EdlL Fd-Delele Fh-Resel FiZ-0E
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To create the swap partition:

b

On the Partitioning screen (see step 8 on page -6), click New. The Add Partition screen
displays.

For the Filesystem type field, select swap.

In the Size (MB) field, enter a number that is twice the current RAM, then click OK.

ed Hat Liwsw {C) 2881 Red Mat, Inc
| Add Fartition |

HMount Polnt:<Hot Applicakles

Filraysiem Lyps! il lowakle Drives
sof tusre AAID 1

Glize (HE):
FFIE] mawimam slze ol
d 1 FEll all awvallabhle =

FI-EdiL Fi-Delele Fha-Resel FlZ-0E

To create the / partition:

a

b

On the Partitioning screen (see step 8 on page -6), click New. The Add Partition screen
displays.

In the Mount Point field, type /.

For the Filesystem type select an option, either ext2 or ext3.
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d In the Size (MB) field, select Fill all available space, then click OK.

1 A artition j
Mot Fo bt -
ar} Fileayztem Lype! il lmbkle Dreives!
cae| extz ' -1 hia
Fre B L]
Size (HE): [ ¥ Flued Siee;

B FLE] mawimwm size of (HED:
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] Force fo0 be a primary partitlow
I} Check Far had bilocks

Your hard disk (after the partitioning) should look somewhat like this.

Red Hat Liwsx dC) ZB@1 Red Hat, Inc

Fouswt Folwt

FI-EdiL Fi-Delele Fhi-Resel FiZ-0E

10 Click OK.
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11 On the Boot Loader Configuration screen, select an option, either GRUB Boot Loader or
LILO Boot Loader.

12 Click OK.

Note: If you selected LILO, see “Updating the Red Hat Linux 7.2 kernel and
configuring lilo” on page A-24. If you selected GRUB, you do not need to
configure lilo.

Bed Hat Livex {C) ZBB1 Red Hat, Inc

{Fi1y Far help | <Tahy belween elemenls | ddpacer aelecis | CFIE> nexl SEreeEn
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13 On each of the following three screens, click OK.

&d Hat Liwmx (C)] ZBA1 Red Hat, Inc

iFiy Far help {Tahy helween elemenls | {Gpace? selecls | (FIEY ne=l screeEn

ZBfl Red Hat. Inc
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iFi1y far help | <Tahy helween elemenls §
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ed Hat Liwsx {C] ZB1 Red Hak, Inc

{ Noot Loader Cowl lgueat lon |

The huet manager Aed Hal weex can boobt other operatiseg sysless
ag well. You need to tell e wbat partitions yow would like 1o
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Bevice Fartitlian © Default Boot label
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14 On the Network Configuration screen, clear Use bootp/dhcp, enter your server network
configuration, then click OK.

=f Hat Limex {(C) ZB@A1 Red Hat. Inc

HMetwork Confl igursatiom
[l 1 lxe boutp-dhepl

IF address:

Hetmaxk:

Delault gateway CIP1:
Priwary namsserver:
Srcomdary samgrorunr!
TEFNAFY NARSSEFEr |

Fiy Far help L3 3 helween elemenls | (Bpace?r ooelecis

I £FiZ> ne=l #creen
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15 On the Hostname Configuration screen, enter the fully qualified host name of your server,
then click OK.

Red Hat Livmx (C) ZB@1 Red Hat, Inc

The hoztiname iz the nass of gour cosputer, T
gour compuier iz atbtached Lo & weiwork, this
iy be aasigesd by wour setwork administrator.

HnzEname

Fiy far help | fTah?) belween elemenlis | 3paced aelecis | CFIZF nexl #@treen

16 On the Firewall Configuration screen, select No firewall, then click OK.

Red Hat Livsx (C) ZB@1 Red Hat, Inc

| Firewall Conf iguration |

A Tirewall profteciz againat unsuthorized selwork
imtrogions . High security blocks all iwcomi BCCESRES .
Med fum Blocks sccess to sysiem services (smch as telned
or printingd, but allows other coanneciionz, Mo flresall
allows all cownections and Is not Fecomsended .

EES LRI R ¢ Highlt | Fedisefi=) Ao Fircusl]

Fiy Far help | CTahy belween elemenls | £» nexl SEreen
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17 On the Language Support screen, select English (USA), then click OK.

1

Note: The locale for Red Hat Linux 7.2 must be set to English (US) ONLY.
WEBppliance installation will fail if you set your server to any other locale or
select multiple locales. Also, once installed the locale should not be changed, as

WEBppliance 3.1 for Linux does not support any operating system locale other
than English (US).

Be=d Hat Livax

additlonal languages that you wosld |ike
on thiz systom!

1 Emglizsh (Hew Zeslandld 1
] Emglizh {PRilippinesl E
1 Emglizh (Singapore}

1 Lish (3ot AFrFical

x
Estomlam

Faroese (Faroe Islamds)

«Fiy Far help | CTahy belween elemenlie | 08
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18 On the Time Zone Selection screen, select the location, then click OK.
ed Hat Liwsx {C) 2881 Red Hat. Inc

Time Tomes S&lection

Hhat Lime zome are gou located in?

Amer IcaMoateulden
Amer ica-Aontreal
Amer ica-Aostzerrat

Amsr lcasMew York

fFiy» Far belp | {Tahy bhetween elemenls | {Opacer oeletiz | CFIZ) nexl fEreen

19 On the Root Password screen, enter in the root password for your server, re-enter the
password to confirm it, then click OK.

Red Hat Liwsx (C) ZB81 Red Hat., Inc

Fick a roobl pazzuord. You suzi type il
twice to ensure gou Keow what [f 05 awd
difdw"t make a wiztake in typing. Mesamber
that the rool paxzward iz & critlcal part
of syaten secarity?

T .
Fassword Cagaind;

iFiy far help | <Tahy between elemenis § e d dok Il =l REFEEN
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20 If you want to create an account that you can use to remotely log on to your server using
Telnet or FTP, click Add. Provide the login name and password, then click OK.

Red Hat Liwmx (C) ZB@1 Red Hat, Inc

Al User |

You ke fd e a4 sarmal seer acscounl
For wrst sctivities on yose systes. By
not using the root account casuslly.
you" Il reduce the chance of dizrupling
yoir systes’'s conf igueation.

Uzer 0D
Paszwsrd
rasswnrd Loonl Irmd

Fulll Mame

fFly Far help | fTahd belween elemenls §

{Apacer oelecls | FIZY ne=l SEreEn

21 Review the information on the User Account Setup screen, then click OK.

Bed Hat Livmx dC) ZB@1 Red Hat, Inc

{ User Account Setup |

bhatl mzer accoanl woald gom like Lo hawe an Lhe syslemT Wau chowld
have at least one non-root account fof norsal work. but selti-uses
systewms cam have any nusher of accounts sei up,

User mhme Full Hame

CFix Far help

» bhetween elemenls | {pacer ieleciz |

LFIZ> ne=l SEFeEn
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22 Review the information on the Authentication Configuration screen, then click OK.

= Hat Liwex (C) ZBA1 Red Hat,

=] Use Shadow FPasswarrds
=] Emabhle FADLY Passwords

ERITYENIE 115 Bosoin:

HI% Zorver: (=) Eeguest server vis broadcast

Er UER:D

NTTYCENLT  LOAP Server:

LDAF Bacze DH:

I 1 lze TLS cosnectiomz
Fealm

alm:
KRG :

fpdmin Seruver

fFi» Far belp | <{Tahy bhelween Elemenls | {Gpacer oelecis |4
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23 On the Package Group Selection screen, verify that only the following packages are
selected. Clear all other check boxes.

o Network Support

0 Messaging and Web Tools

o DNS Name Server

0 Network Managed Workstation

0 Software Development
ed Hat Liwew iC) 2881 Red Hat. Inc

Total Install slze: 53b6A

=] Hetusrk Snpporl

I 1 Dialup Sapport

=] Messagisg and Wobk Tools

I ] Graphicz asd Image Manipslation
I 1 Hews Seruer

I 1 HFS File Server

I ] Hindowz File Ssruer

(Fiy Far help | £Tahy helween elemenls | <Bpacer selecis |

LFiZy ne=l sereen

24 Click OK.
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25 Review the Installation to begin screen, then click OK.

= Hat Liwex (C] ZBA1 Red Hat,

i complete log of yowr installatiom will B in
simpsinztall . lag after rebaaling your ayztem. Yo
way want to keep thiz file For later relerence.

{F1y Far help | <Tahy belween elemenls | Cdpace? aelecis | CFIEY nexl fEreeEn

26 Insert the second installation CD-ROM, then click OK.

Red Hat Liwsx (C) ZB@1 Red Hat, Inc

{ Package Instailatiom |

Hame 1 arpuabch-Z_ 1lafl-9
Gize i EXEZN

Summary: —————{ Changs COHIA
Flease Insert dizc 2 to contlinue,
]

iFiy Far help | £Tahdy helween elemenls | (3pacel i » neEl SEreEn
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27 To create a boot disk, click Yes. Otherwise, click No.

= Hat Liwex (C) ZBA1 Red Hat,

f custos Boot ABsk prowides & way of oot ing
finto yomr Liswx system withooi depending on
Lthe normal kool loader, Thia ls szelul if yow
don't want to Imstall 1llo om yosrF systes,
another operating syctes ressves lilo. or lilo
dopzn’t work with yoor hardware conl igeration,
A cusios koot AEsK cam also be uzed with the
Eed Hat reccus image, saking 1t such essier to
recover From souere sipeicom Falliros,

Would pou 1ike to create a boot disk Tor your

LETER TS

{F1y Far help | <Tahy belween elemenls | Cdpace? aelecis | CFIEY nexl fEreeEn

The Post Install screen displays.

ax (C) ZP@1 Red Hat, Inc

| Posi Install |

Ferforming pozf Enztall conf iguraiion.

iFiy far help | £Tahy helween elemenls | (3paced B 1 nexl SEreEn
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28 When done, the installation complete screen displays.

=d Hat Liwew (C1 ZBA1 Red Wat., Inc
i Lomplets |

Congratulations, your Eed Hat Limas Installatios is cospleie.

Aemuue any Tloppy dizketics jpou seed during the inatallatios
process &amd press <Enter? o reboot your systes.

If youw ercated a boot dizk Lo wae ie bool your Eed Hat Linux
systesm, insert It before you press <Enterd to reboot.

Far informabion on errats (epdatex and bug Fizex), wizit
hitpsssuie_ redhat . cosserrata.

Imformatiom om uxing yoar oyztem iz svallakle im the Ecd Hat
Linu= manuala at hitp: rwidd. redbal  conssupporl /minisls.

iEnterd Lo rebanl

29 Click OK, then press Enter to restart.

Checking the host name and network settings

After you install Red Hat Linux 7.2, you must check your system’s host name and network
configuration to ensure that they are correct.

1

Procedure: To check your system’s host name and network configuration

1 Log on to the system as the root user.
2 Typevi /etc/hosts toopen the host file and modify the contents.
3 Verify that the file is in the following format:

<ip> <fully qualified hostname> <hostname>
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4 Verify that the loopback entry (127.0.0.1) appears in the file. A correctly configured file
should look like this:

1

Note: The IP addresses used here are for illustration purposes only; they are not
valid values.

# Do not renove the following |ine, or various prograns

# that require network functionality will fail.
127.0.0.1 | ocal host . | ocal dormai n | ocal host
1.2.3.4 myhost . nydonai n. com nyhost

5 Modify the file as needed.
6 Type: wWq to close the file.

7 Typevi [etc/sysconfig/ networK toopen the network sysconfig file and modify
the contents.
8 Verify the host name. A correctly configured file should look like this:

.lf

Note: The IP addresses used here are for illustration purposes only; they are not
valid values.

NETWORKI NG=yes
HOSTNAME=nyser ver . nydomai n. com
GATEWAY=10. 100. 0. 1

9 Modify the file as needed.
10 Type : Wg to close the file.

11 Typevi /etc/sysconfig/ network-scripts/ifcfg-ethOtoopen the
network scripts file and modify the contents.
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12 Verify that network information. A correctly configured file should look like this:

1

Note: The IP addresses used here are for illustration purposes only; they are not
valid values.

Exanpl e:
DEVI CE=et hO
BOOTPROTO=st ati ¢
BROADCAST=10.1.1.1
| PADDR=10.1.1.1
NETMASK=255. 255. 0. 0
NETWORK=10. 1. 0.0
ONBOOT=yes

13 Modify the file as needed.

14 To make these changes active, restart the system by typing:
shutdown -r now
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Updating the Red Hat Linux 7.2 kernel and configuring lilo

This section provides instructions on updating the Red Hat Linux 7.2 kernel and configuring
lilo.

Note: You do not need to configure lilo if you selected the GRUB Boot Loader
option on the Boot Loader Configuration screen. See step 11 on page -10 for more
information.

Procedure: To update the Linux Red Hat 7.2 kernel

1 Log on to the system as the root user.

2 If your system has a single processor, update the kernel by typing the following
command:

rpm-Uvh kernel-2.4.9-34.i386.rpm

3 If your system has a dual processor, download kernel-smp-2.4.9-34.i686.rpm, then update
the kernel by typing the following command

rpm-Uvh kernel -snp-2.4.9-34.i686.rpm
To configure lilo:

1 Typevi /etc/lilo.conf toopen thelilo file and modify the contents.
2 Verify the contents. A correctly configured file should look like this:

.lf

Note: The IP addresses used here are for illustration purposes only; they are not
valid values.

pr onpt

ti meout =50
def aul t =l i nux
boot =/ dev/ hda
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map=/ boot / map
i nstal | =/ boot/boot.b
nmessage=/ boot / message

I i near

i mage=/ boot/vm i nuz-2.4.7-10
| abel =l i nux_ol d
initrd=/boot/initrd-2.4.9.31.iny
read-only

r oot =/ dev/ hda3
i mage=/ boot/vnml inuz-2.4.9-34

| abel =l i nux
initrd=/boot/initrd-2.4.9-34.iny
read-only

root =/ dev/ hda3
3 Modify the lilo file as needed.
4 To make the lilo.conf changes active, run lilo by typing:
lilo
5 To begin using the new kernel, restart the system by typing:
shutdown -r now

6 Download the requisite Red Hat Linux 7.2 updates as detailed in “Installing Red Hat
Linux 7.2 updates” on page 2-4 (Chapter 2).

Your server environment is now primed to install WEBppliance 3.1 for Linux (LS).
To install WEBppliance 3.1 for Linux (LS), follow the instructions as described in
“Installing WEBppliance 3.1 for Linux (LS)” on page 2-8_(Chapter 2).
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APPENDIX B

Customizing disk partitioning

Introduction

This appendix provides instructions for customizing your disk partitioning.

The need for disk partitioning

When you install Red Hat Linux 7.2 from a CD-ROM, multiple disk partitions may be created.
Since WEBppliance must be able to create temporary files on each disk partition on which it
edits files, errors such as “unable to perform cross-device link” might result if you use
complex disk partitioning schemes.

Ensim recommends using a simple partition scheme with the following three disk partitions:

¢/ -Theroot partition of your disk.
* /boot - The primary partition of your disk.

* swap - The swap-space partition of your disk.

Customizing your disk partitioning

To allow the server’s root user to configure where WEBppliance temporary files are created,
change the path name to the temporary files by editing the file /etc/virtualhosting /tmpdirs.
WEBppliance essentially makes changes to files located under /etc and /home/virtual.

Important: You must not edit the file tmpdirs until you finish installing
WEBppliance 3.1 for Linux (LS). If you attempt to create the directories as detailed
below prior to installing WEBppliance, the installation will fail. This is because
the installation checks for the existence of /etc/virtualhosting and /home/
virtual.

Additionally, any changes made in the file tmpdirs are overwritten during the
installation process.
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When you change the path name to the temporary files, each line in the tmpdirs file should
use the following format.

<path-prefix>:<directory>

where <path-prefix> matches the beginning of file path names whose associated temporary
file locations you want to modify, and <directory> is a path to an existing directory that lies on
the same partition as <path-prefix>.

For security purposes, <directory> should be root-owned, with no permissions for either
group or other (for example, 0700), and all path components leading to this directory should
not be editable by anyone other than root. If this file is empty, then by default all temporary
files will be created in /var/cache.

Important: You have to restart WEBppliance to complete this configuration
process. To restart WEBppliance type the following command at the command
prompt.

/etc/rc.d/init.d/webppliance restart

Example: Assume the disk partitioning of the server is as follows:

/ ison /dev/hdal
/var is on /dev/hda2
/home is on /dev/hda3

Since /var is on its own partition, it cannot be used as a location for temporary files for either
/etc or /home/virtual, which means that the default setting will not work. In addition, since
/home and /etc are on different partitions, two separate directories will need to be specified.
So, /etc/virtualhosting /tmpdirs would contain the following:

/etc:/etc/safedir
/home:/home/virtual /FILESYSTEMTEMPLATE /safedir

/usr:/usr/safedir
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Using this configuration, all files under /etc that WEBppliance attempts to modify would
have their temporary files created in /etc/safedir. Similarly, all files that WEBppliance
attempts to modify under /home would have their temporary files created in
/home/virtual/FILESYSTEMTEMPLATE/safedir. All other path names would use
temporary files in /var/cache (the default).

These directories would be created as follows:

mkdir -m 0700 /etc/safedir; chown root.root /etc/safedir
mkdir -m 0700 /home/virtual /FILESYSTEMTEMPLATE/safedir; \
chown root.root /home/virtual/FILESYSTEMTEMPLATE/safedir

mkdir -m 0700 /ust/safedir; chown root.root /usr/safedir

1

Note: For more details on Linux partitions, please contact Ensim Support at
https://onlinesupport.ensim.com
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